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PROGRAM FOR REQUESTING BULK TYPE TIME AUTHENTICATION, RECORDING MEDIUM FOR 
REQUESTING BULK TYPE TIME AUTHENTICATION, VERIFICATION APPARATUS, 
VERIFICATION METHOD, VERIFICATION PROGRAM, AND VERIFICATION RECORDING 
MEDIUM 
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ABSTRACT 



PROBLEM TO BE SOLVED: TO provide a method wherein hash values of a 
plurality of files being proof objects of time authentication are 
collected into one to create one file and time confirmation is requested 
totally by the whole file, that can easily prove an unrevised part to be 
valid even when part of entry (digital data) related to the proof object is 
revised when a time authentication certificate is issued and reduce an 
amount of data required to be transmitted to a third party for which the 
propriety of the time authentication certificate of part of digital data is 
to be shown. 

SOLUTION: A file (summary file) having characteristics as shown below is 
used for a file being a proof object of time authentication; (1) the file 
is described in a particular description language such as the XML 
understandable by people, (2) the name of entry e is displayed, (3) hash 
data of the entry e are displayed, wherein the hash data indicate the hash 
algorithm in use, calculated hash values, and a hash key depending on case, 
(4) and a tree structure is expressed as a text file. 

COPYRIGHT: (C)2005, JPO&NCIPI 
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XML SIGNATURE GENERATipN SYSTEM WITH TIME STAMP IMPARTING FUNCTION, 
DEVICE, METHOD, AND PROGRAM 

PUB. NO.: 2004-260664 [JP 2004260664 A] 

PUBLISHED: September 16, 2004 (20040916) 
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ABSTRACT 



PROBLEM TO BE SOLVED: TO impart a time stamp as the existence time 
verification of an electronic document into an XML signature without 
impairing the advantages of the XML signature such as multiple signatures 
and a partial signature. 



SOLUTION: An XML signature target setting part 12 sets part or the whole 
of the electronic document as the targets of the XML signature 
generation, and an XML signature generation part 13 generates the XML 
signature to part or the whole of the set electronic document. A hash 
value calculation part 14 calculates a hash value of the 
(Si gnatu revalue) tag of the generated XML signature, and a hash 
value transmitting part 15 transmits the calculated hash value to a 
time stamp provider 3. A time stamp receiving part 16 receives the time 
stamp generated for the hash value from the time stamp provider 3, and a 
time stamp imparting part 17 imparts the received time stamp into a 
(SignatureProperty) tag of the XML signature. 

COPYRIGHT: (C)2004, JPO&NCIPI 
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0016375385 - Drawing available 
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Document processing device e.g. for xml document, acquires identifier for 
taq set with which component contained in document belongs for generating 
file name matched with document 

Patent Assignee: JUSTSYSTEM CORP (3UST-N) 
Inventor: HIRONIWA M 

Patent Family (1 patents, 111 countries) 
Patent Application 

Number Kind Date Number Kind Date Update 

WO 2006118287 Al 20061109 WO 2006JP309104 A 20060501 200709 B 

Priority Applications (no., kind, date): JP 2005134070 A 20050502 

Patent Details 

Number * Kind Lan Pg Dwg Filing Notes 
wo 2006118287 Al JA 35 11 

National Designated States , Original : AE AG al am at au az ba bb bg br bw 
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Alerting Abstract wo Al 

NOVELTY - An acquisition module acquires an identifier for tag set with 
which component contained in a document belongs. A filename generation 
module generates the name of file matched with the document Based on the 
identifier. 

DESCRIPTION - INDEPENDENT CLAIMS are included for the following: 

1. document processing method; and 

2. computer program comprising instructions for document processing. 

USE - For processing XML , HTML and SGML documents. 

ADVANTAGE - The document described by markup language is processed 
appropriately based on the identifier for tag set. 

DESCRIPTION OF DRAWINGS - The figure shows a block diagram of the image 
processing device. (Drawing includes non-English language text) 

Title Terms/Index Terms/Additional words: DOCUMENT; PROCESS; DEVICE; 



acquire; identify; tag; set; component; contain; BELONG; GENERATE; FILE; 
NAME; MATCH 

Class Codes 

International Classification (+ Attributes) 
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Browser page update method involves receiving set of content elements 
comprising browser-disp1ayab1e content block and unique change content 
block identifier of browser page, on Initiation of page update request 

Patent Assignee: ORACLE INT CORP (ORAC-n) 
Inventor: DESAI S 

Patent Family (1 patents, 1 countries) 
Patent Appl i cati on 

Number Kind Date Number Kind Date Update 

US 7069497 Bl 20060627 US 2002241732 A 20020910 200650 B 

Priority Applications (no., kind, date): US 2002241732 A 20020910 

Patent Details 

Number Kind Lan Pg Dwg Filing Notes 

US 7069497 Bl EN 18 7 

Alerting Abstract us Bl 

NOVELTY - A browser page comprising parameters identifying incremental 
update of browser page, is received. A set of content elements comprising 
browser-displayable content block and unique change content block 
identifier of another page, is received on initiation of page update 
request, based on links in page. The content elements of browser page is 
replaced with content elements of another page without affecting remainder 
of display. 

DESCRIPTION - An INDEPENDENT CLAIM is al SO included for computer readable 
storage medium storing browser page update program. 

USE - For incremental update of browser page in computer system. 

ADVANTAGE - The browsing experience is improved, and the burden of server 
is reduced. 

DESCRIPTION OF DRAWINGS - The figure shows the flowchart explaining 
browser page update process. 

Title Terms/index Terms/Additional words: PAGE; update; method; receive; 

SET; CONTENT; ELEMENT; COMPRISE; DISPLAY; BLOCK; UNIQUE; CHANGE; IDENTIFY 
; INITIATE; REQUEST 

Class Codes 

International Classification (+ Attributes) 
IPC + Level Value Position Status version 

G06F-0017/00 A I F B 20060101 

G06F-0017/00 C I L B 20060101 
US Classification, issued: 715501100, 715513000, 715524000 
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Extensible markup language signature production system for electronic 
document storage system, generates time-stamp based on hash value 
produced from signature value tag of extensible markup language 
signature of electronic document 
Patent Assignee: NEC CORP (NIDE) 
Inventor: MIYAUCHI K 
Patent Family (1 patents, 1 countries) 
Patent Appl i cati on 

Number Kind Date Number Kind Date update 

3P 2004260664 A 20040916 3? 200350606 A 20030227 200466 B 

Priority Applications (no., kind, date): DP 200350606 A 20030227 

Patent Details 

Number Kind Lan Pg Dwg Filing Notes 

39 2004260664 A DA 12 4 

Alerting Abstract dp a 

NOVELTY - A generation unit (13) generates extensible markup 
language ( XML ) signature of set electronic document. A calculation unit 

(14) calculates a hash value from signature value tag of XML 
signature. A transmitter (15) transmits calculated hash value to time 
stamp provider (3) that generates time-stamp. A receiver (16) receives 
generated time-stamp, and provides it into signature property tag of XML 
signature. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 

1. extensible markup language signature production apparatus; 

2. extensible markup language signature production method ; and 



3. extensible markup language signature production program. 

USE - For producing extensible markup language signature in 
electronic document storage system . 

ADVANTAGE - The time-Stamp is provided into XML signature, without 
impairing the feature of multiple signature or XML signature. 

DESCRIPTION OF DRAWINGS - The figure shows a block diagram of the 
extensible markup language . (Drawing includes non-English language text 
) • 

3 time-stamp provider 

13 generation unit 

14 calculation unit 

15 transmitter 

16 receiver 

Title Terms/Index Terms/Additional words: EXTEND; LANGUAGE; SIGNATURE; 

PRODUCE; SYSTEM; ELECTRONIC; DOCUMENT; STORAGE; GENERATE; TIME; STAMP; 
BASED; HASH; VALUE; TAG 
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International Classification (Main): H04L-009/32 
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0015473955 - Drawing available 
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Text file processing method Involves processing schema associated with 
dialect of data representation language ^ to generate look-up table encoding 
several directives for text processing in accordance with schema 

Patent Assignee: SILVERKITE iNC (SILV-N) 
Inventor: GUR E; kaempfer G; maor e 
Patent Family (1 patents, 109 countries) 
Patent Appl i cati on 

Number Kind Date Number Kind Date Update 

WO 2005111824 A2 20051124 WO 2005IL521 A 20050519 200582 B 

Priority Applications (no., kind, date): US 2004572123 P 20040519 

Patent Details 

Number Kind Lan Pg Dwg Filing Notes . 

WO 2005111824 A2 EN 74 11 
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Alerting Abstract wo a2 

NOVELTY - The method involves providing a schema associated with a 
dialect of a data representation language, and processing the schema to 
generate a look-up table encoding several directives for text processing in 
accordance with the schema. 

DESCRIPTION - INDEPENDENT CLAIMS are al SO included for the following: 

1. method of generating data useful for fast text processing; 

2. system for accelerating text file processing; 

3. system for generating data useful for fast text processing; 

4. method of processing corpus of one text file encoded in data 
description language; 

5. computer readable storage medium storing text file processing program; 
and 

6. method of accelerating processing of hypertext transfer protocol 
headers. 

USE - For processing text files encoded in dialects of data 
representation languages such as standard generalized markup language ( 
SGML ), hypertext transfer protocol (HTTP) headers, extensible markup 
language ( XML ) and electronic data interchange ( EDI ). 

ADVANTAGE - Enables processing the content in accordance with specific 
data representation languages, efficiently. 



DESCRIPTION OF DRAWINGS - The figure shows a flow diagram explaining 
lookup table generation method. 

Title Terms/index Terms/Additional Words: TEXT; FILE; PROCESS; method; 
associate; data; represent; language; generate; up; table; encode; direct 

; ACCORD 

Class codes 

International Classification (Main): G06F-015/00 

File Segment: EPI; 
DWPI Class: TOl 
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Method for mapping components of xml schema, involves uniquely naming 
components of conversion language like Java, based on names of xml schema 
components uniquely mapped with conversion language 

Patent Assignee: ARORA A (AROR-I); BOLLINENI p c (boll-i); kaipa s p 

(KAIP-I); RAHURKAR A (RAHU-l) ; INT BUSINESS MACHINES CORP (IBMC) 

Inventor: ARORA A; BOLLINENI P C; kaipa s p; rahurkar a 
Patent Family (2 patents, 1 countries) 
Patent Appl i cati on 

Number Kind Date Number Kind Date Update 

us 20050114394 Al 20050526 US 2003718722 A 20031121 200541 B 
US 7194485 B2 20070320 US 2003718722 A 20031121 200723 E 

Priority Applications (no., kind, date): US 2003718722 A 20031121 

Patent Details 

Number Kind Lan Pg Dwg Filing Notes 

US 20050114394 Al EN 13 6 
Alerting Abstract us Al 

NOVELTY - The method involves uniquely mapping extensible markup 
language ( XML ) components with a conversion language like JAVA, and 
naming components of the conversion language based on the names of the XML 
schema components. 

DESCRIPTION - INDEPENDENT CLAIMS are al SO included for the following: 

1. information handling system; and 

2. XML schema component mapping program product. 

USE - For mappinq XML schema components in information handling system 
(claimed) such as hand-held device, multiprocessor system, 
microprocessor-based system, programmable consumer electronic device, 
personal digital assistant, workstation, portable computer, desktop 
computer, minicomputer, mainframe computer connected to network such as 
local area network (LAN), personal area network (pan) and wide area network 
(WAN) . 

ADVANTAGE - Enables handling code regeneration and multiple schema name 
spaces efficiently during conversion of XML schema, while adhering to 
naming standards. 

DESCRIPTION OF DRAWINGS - The figure shows a flowchart illustrating 
conversion operation. 

Title Terms/Index Terms/Additional words: method; map; component; unique; 

CONVERT; language; BASED; NAME 
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Structured document signature device for structured document verification 
system, inserts hash value of child element or value of element 
forming structured document, into document to construct hash tree 
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Alerting Abstract ep a1 

NOVELTY - An association unit associates each element forming a 
structured document, with adaptation policy indicating action adapted to 
child element or value of the element . A constructor inserts hash 
value of child element or element value into document as attribute 
value of element , to construct hash tree. An adder adds digital 
signature to root of hash tree and adaptation policy. The document and 
signature are output. 

DESCRIPTION - INDEPENDENT CLAIMS are al SO included for the following: 



1. structured document adaptation device; and 

2. structured document verification device. 



USE - For providing digital signature e.g. XML signature to structured 
document e.g. XML , synchronized multimedia integration language (SMIL) 
and HTML documents including multimedia content e.g. moving image, still 
image, animation, sound and text for services e.g. web service realized in 
wide area network e.g. internet, in structured document verification 
system. 

ADVANTAGE - The hash tree can be reconstructed from elements forming 
hash tree, even if the element or element value is deleted by 
adaptation. Hence the processing amount is reduced. Authenticity of each 
element and element value can be verified, since the authenticity of the 
digital signature can be verified using the hash tree even after the 
adaptation of the document. The communication amount is reduced. 

DESCRIPTION OF DRAWINGS - The figure shows a block diagram of the 
structured document signature device. 

Title Terms/index Terms/Additional words: STRUCTURE; DOCUMENT; SIGNATURE; 
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Extensible mark - up language document comparison method involves 
comparing hashed extensible mark - up language document to determine 
difference report 
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Patent Family (2 patents, 1 countries) 
Patent Application 
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Alerting Abstract us Al 

NOVELTY " A pair of XML documents is hashed and compared to determine a 
difference report. 

DESCRIPTION - An INDEPENDENT CLAIM is also included for extensible 
mark - up language comparator. 

USE - For comparing XML documents. 

ADVANTAGE - Compares data from test reports that is more user-friendly 
and requires fewer man-hours and less actual elapsed time. 

DESCRIPTION OF DRAWINGS - The figure shows the block diagram of 
application testing system. 

Title Terms/index Terms/Additional Words: EXTEND; MARK; UP; LANGUAGE; 
DOCUMENT; COMPARE; METHOD; HASH; DETERMINE; DIFFER; REPORT 

Class Codes 
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Method and program to generate arbitrary xml from a Java Hash table first 
provides DTD file name and then all values for xml tags are stored in 
name value pairs (nvps) format, and generator uses DTD to construct xml 
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Patent Family (1 patents, 1 countries) 
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Alerting Abstract rd a 

NOVELTY - The method generates arbitrary XML from a Java Hash table by 
first providing DTD file name, then all values for XML tags are stored 
in name value pairs (nvps) format, and generator uses dtd to construct 
XML and put the value for each tag in the XML from the hash table 
and finally outputs a XML message. 

USE - AS a method and a program to generate arbitrary XML from a Java 
Hash table. 

ADVANTAGE - Gives Java programmers a chance to write applications to 
generate XML messages without understanding any XML specifications. 
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53 3433 S2 (ION) (HASH??? OR MD4 OR MD5 OR SHAl OR SHA OR MESSAGE()D- 

IGEST OR RIPEMD OR HAVAL) 

54 1979260 NUMERIC OR NUMBER? ? OR NUMERAL? ? OR INTEGER? ? OR VALUE? 

? OR FIGURE? ? OR CODE? ? 

55 2110 S3(30N)S4 

56 85 S1(100n)S5 

57 I S6 AND PY=1978:2000 

58 33 S6 AND AC=US/PR AND AY=(1978:2000)/PR 

59 33 S6 AND AC=US AND AY=1978:2000 

510 33 S6 AND AC=US AND AY=(1978 : 2000)/PR 

511 33 S7:S10 

512 33 IDPAT (sorted in duplicate/non-duplicate order) 
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STORAGE AND RETRIEVAL OF AUTHENTICATED ORIGINAL 



UND WIEDERGEWINNUNG VON 



02011398 

METHOD FOR ELECTRONIC 
DOCUMENTS 

VERFAHREN ZUR ELEKTRONISCHEN SPEICHERUNG 

AUTHENTIFIZIERTEN ORIGINALDOKUMENTEN 
PROCEDE DE TRANSMISSION ELECTRONIQUEp DE STOCKAGE ET DE RECUPERATION DE 

DOCUMENTS ELECTRONIQUES ORIGINAUX AUTHENTIFIES 

PATENT ASSIGNEE: 

EOriginal, Inc., (2882613), The Warehouse at Camden Yards, South, Suite 
800, 351 West Camden Street, Baltimore, MD 21201, (US), (Applicant 
designated States: all) 
INVENTOR: 

BISBEE, Stephen, F., 7206 Bel lona Avenue, 21212, Baltimore, (US) 
MOSKOWITZ, Jack J., 4623 Autumn Woods Way, 21043, Ellicott City, (US) 
WHITE, Michael, w., 1913 Midland Road, 21222, Baltimore, (US) 
BECKER, Keith F., 1212 Swanhill Court, 
PETERSON, Ellis, K. , 288 waycross way, 

LEGAL REPRESENTATIVE: 

Bergentall, Annika Maria et al (86231), 
14 Goteborg, (SE) 

PATENT (CC, NO, Kind, Date): EP 1617590 

EP 1617590 

APPLICATION (CC, No, Date): EP 2005108269 001201; 
PRIORITY (CC, NO, Date): US 452928 991202 

DESIGNATED STATES: AT; BE; BG; CH; CY; CZ; DE; DK; EE; ES; FI; 

HU; IE; IS; IT; LI; LT; LU; LV; MC; NL; PL; PT; RO; SE; SI; 
EXTENDED DESIGNATED STATES: AL; BA; HR; MK; YU 
RELATED PARENT NUMBER(S) - PN (AN): 

EP 1236305 (EP 2000983863) 
INTERNATIONAL CLASSIFICATION (V8 + ATTRIBUTES): 

IPC + Level Value Position Status version Action Source Office: 

H04L-0009/32 A I F B 20060101 20051125 H EP 

H04L-0029/06 A I L B 20060101 20051125 H EP 
ABSTRACT WORD COUNT: 162 
NOTE: 

Figure number on first page: 6 



21226, Baltimore, (US) 
MD 21012, Arnold, (US) 

, Cegumark AB, P.O. Box 53047, 400 



A2 
A3 



060118 (Basic) 
060208 



; FR; GB; GR; 
SK; TR 



LANGUAGE (Publ i cati on , Procedural , Appl i cati on) 

FULLTEXT AVAILABILITY: 

Available Text Language update Word Count 

CLAIMS A (English) 200603 1228 

SPEC A (English) 200603 20299 

Total word count - document A 21530 

Total word count - document B 0 

Total word count - documents A + B 21530 



Engl i sh ; Engl i sh ; Engl i sh 



..SPECIFICATION wrapper (e.g., PEM, rsapkcs#7, or S/MIME) or markup 
language (e.g., HTML, XML , or XFDL) can be used for this purpose. The 
contents can be one or more information objects (each comprising one or 
more electronic documents, images, computer source code, computer 
executable code , databases, data compilations, etc.), date-time stamps, 
digital signatures and matching certificates, and/or indicators, which 
include, but are not limited to, content types, object identifiers, and 
encoding rules and tags . If the TCU accepts submissions created with 
different encryption, hashing , or digital signature algorithms or 
algorithm suites, as may be expected in order for the... 
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01682514 

Tranformation of objects between a computer programming language and data 

representation language 
Transformation von ObieKten zwischen einer Rechnerprogrammiersprache und 

einer Daten-oarsteliungssprache 
Transformation d'objets entre uri langage de programmation et un langage de 

representation de donnees 

PATENT ASSIGNEE: 

Sun Microsystems, Inc., (2616592), 4150 Network Circle, Santa Clara, 
California 95054, (US), (Applicant designated States: all) 
INVENTOR: 

Slaughter, Gregory L., 3326 Emerson Street, Palo Alto CA 94306, (US) 
Saulpaugh, Thomas E., 6938 Bret Harte Drive, San Jose CA 95120, (US) 
Traversat, Bernard A., 701 Freemont Drive, Menlo Park, CA 94025, (US) 
Abdelaziz, Mahammed M., 78 Cabot Avenue, Santa Clara CA 95051, (US) 
Duigou, Michael J., 33928 Capulet Circle, Fremont CA 94555, (US) 

LEGAL REPRESENTATIVE: 

Davies, Simon Robert (75453), D Young & Co, 21 New Fetter Lane, London, 
EC4A Ida, (gb) 

PATENT (CC, NO, Kind, Date): EP 1380941 a2 040114 (Basic) 
APPLICATION (CC, NO, Date): EP 2003021805 010509; 

PRIORITY (CC, NO, Date): US 202975 P 000509; US 208011 P 000526; US 209430 

P 000602; US 209140 P 000602; US 209525 P 000605; US 663563 000915 
DESIGNATED STATES: AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR; IE; IT; LI; 
LU; MC; nl; pt; SE; tr 

RELATED PARENT NUMBER(S) - PN (AN): 

EP 1290547 (EP 2001937315) 
INTERNATIONAL PATENT CLASS (V7) : G06F-009/44 
ABSTRACT WORD COUNT: 199 
NOTE: 

Figure number on first page: 34 

LANGUAGE (Publ i cation , Procedural ,Appl i cation) : English; English; English 
FULLTEXT AVAILABILITY: 

Available Text Language Update word Count 

CLAIMS A (English) 200403 1588 

SPEC A (English) 200403 67114 
Total word count - document A 68702 
Total word count - document B 0 
Total word count - documents A + B 68702 

...SPECIFICATION added to the class definition that may include the name of 
the corresponding class. The XML document representation may use the 
class name as the document type. Having the class name... 

...instantiate a new class instance and may use the set methods to 
initialize the instance object from the hash table values . in one 
embodiment, since the class type is defined and the hash table is generic 

...the intermediary hash table representation and a generator method may be 
used to produce an XML document from the hash table representation. 
This process may also be made generic so that it may be performed for any 
XML document that matches the above specification. 
This method is not intended to be limited to... 
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METHOD AND APPARATUS FOR NETWORKED INFORMATION DISSEMINATION THROUGH SECURE 
TRANSCODING 



VERFAHREN UND VORRICHTUNG ZUR UBERTRAGUNG VON NETZWERKIN FORMATION EN DURCH 

SICHERE TRANSKODIERUNG 
PROCEDE ET APPAREIL POUR LA DISSEMINATION D' INFORMATIONS EN RESEAU PAR 

TRANSCODAGE PROTEGE 

PATENT ASSIGNEE: 

International Business Machines Corporation, (200128), New Orchard Road, 
Armonk, NY 10504, (US), (Proprietor designated states: all) 
INVENTOR: 

CHANG, Yuan-Chi , Apartment 8G 10 Cottage Place, white Plains, NY 10601, 
(US) 

LI, Chung-Sheng c/o IBM UK Ltd., Intelllectual Prop. Law, Hursley Park, 

Winchester, Hampshire, S021 2JN, (US) 
HAN, Ri chard, Yeh-whei c/o IBM UK Ltd., Intellectual Prop. Law, Hursley 

Park, Winchester, Hampshire, S021 2JN, (US) 
SMITH, Dohn, 40 Parrel Street, New Hyde Park, NY 11040, (US) 
LEGAL REPRESENTATIVE: 

Litherland, David Peter (75472), IBM United Kingdom Ltd., MP 110, Hursley 
Park, Winchester, Hampshire S021 2DN, (GB) 
PATENT (CC, NO, Kind, Date): EP 1320973 A2 030625 (Basic) 

EP 1320973 Bl 050316 
WO 2002028006 020404 
APPLICATION (CC, No, Date): EP 2001969934 010919; WO 2001GB4167 010919 
PRIORITY (CC, NO, Date): US 670295 000926 

DESIGNATED STATES: AT; BE; CH ; CY; DE; DK; ES; FI ; FR; GB; GR; IE; IT; LI; 

LU * MC * NL' PT" SE" TR 
EXTENDED 'designated STATES: AL; LT; LV; MK; RO; SI 
INTERNATIONAL PATENT CLASS (V7) : H04L-029/06 
NOTE: 

No A-document published by EPO 
LANGUAGE (Publ i cati on , Procedural ,Appl i cati on) : English; English; English 

FULLTEXT AVAILABILITY: 

Available Text Language Update word Count 

CLAIMS B (English) 200511 1005 

CLAIMS B (German) 200511 876 

CLAIMS B (French) 200511 1167 

SPEC B (English) 200511 7861 
Total word count - document A 0 
Total word count - document B, 10909 
Total word count - documents A + B 10909 

...SPECIFICATION relative or absolute importance of a particular component. 
Information concerning the semantic content of the component or the 
overall object , sequence numbers , one-way hashes of component 
data used for tamper detection, or any other information that may be 
helpful to the. . . 

...content provider, transcoding proxy and client device. For example, the 
metadata may be written' in extensible Markup Language ( XML ), of 
which MPEG-7 is a variant. Henceforth, the metadata information described 
herein will be. . . 
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METHOD FOR ELECTRONIC STORAGE AND RETRIEVAL OF AUTHENTICATED ORIGINAL 
DOCUMENTS 

VERFAHREN ZUR ELEKTRONISCHEN SPEICHERUNG UND WIEDERGEWINNUNG VON 

AUTH ENTI FIZI ERTEN ORIGI NALDOKUMENTEN 
PROCEDE DE TRANSMISSION ELECTRONIQUE, DE STOCKAGE ET DE RECUPERATION DE 

DOCUMENTS ELECTRONIQUES ORIGINAUX AUTHENTIFIES 

PATENT ASSIGNEE: 

EOriginal, Inc., (2882613), The Warehouse at Camden Yards, South, Suite 
800, 323 West Camden Street, Baltimore, MD 21201, (US), (Proprietor 



PATENT (CC, NO, Kind, Date): 



APPLICATION (CC, No, Date): 



designated states: all) 

INVENTOR: 

Bisbee, Stephen, F., 7206 Bell ona Avenue, 21212, Baltimore, (US) 
Moskowitz, Jack J., 15234 Callaway Court, Glenwood, MD 21738, (US) 
White, Michael, w. , 1913 Midland Road, 21222, Baltimore, (US) 
Becker, Keith F,, 1212 Swanhill Court, 21226, Baltimore, (US) 
Peterson, Ellis, K., 288 waycross Way, 21012, Arnold, (US) 

LEGAL REPRESENTATIVE: 

Bergentall, Annika Maria (9206391), Cegumark AB P.O. Box 53047, S-400 14 
Goteborg, (SE) 

EP 1617589 A2 060118 (Basic) 
EP 1617589 A3 060125 
EP 1617589 Bl 070328 
EP 2005108267 001201; 
PRIORITY (CC, NO, Date): US 452928 991201 
DESIGNATED STATES (Pub A): AT; BE; BG; CH ; CY; CZ; DE; DK; EE; ES; FI; FR; 
GB; GR; HU; IE; IS; IT; Ll; LT; LU; LV; MC; NL; PL; PT; RO; SE; SI; SK; 
TR; (Pub B): AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; GR; IE; IT; LI; LU; 
MC; NL; PT; SE; TR 
EXTENDED DESIGNATED STATES: AL; BA; HR; MK; YU 
RELATED PARENT NUMBER(S) - PN (AN): 

EP 1236305 (EP 2000983863) 
INTERNATIONAL CLASSIFICATION (V8 + ATTRIBUTES): 

IPC + Level value Position Status version Action Source Office: 

H04L-0009/32 A I F B 20060101 20051125 H EP 

H04L-0029/06 A I L B 20060101 20051125 H EP 
ABSTRACT WORD COUNT: 187 
NOTE: 

Figure number on first page: 2 



LANGUAGE (Publ i cati on , Procedural (Application) 

FULLTEXT AVAILABILITY: 

Available Text Language Update 

(English) 200603 

(English) 200713 

(German) 200713 

(French) 200713 

(English) 200603 

(English) 200713 
document A 



English; English; English 



Total 
Total 
Total 



CLAIMS 
CLAIMS 
CLAIMS 
CLAIMS 
SPEC A 
SPEC B 
word count 



A 
B 
B 
B 



word count - document B 
word count - documents A + 



B 



word Count 
2636 
2638 
2596 
2964 
20294 
20323 
22934 
28521 
51455 



..SPECIFICATION wrapper (e.g., PEM, RSAPKCS#7, or S/MIME) or markup 
language (e.g., html, XML , or xfdl) can be used for this purpose. The 
contents can be one or more information objects (each comprising one or 
more electronic documents, images, computer source code, computer 
executable code , databases, data compilations, etc.), date-time stamps, 
digital signatures and matching certificates, and/or indicators, which 
include, but are not limited to, content types, object identifiers, and 
encoding rules and tags . if the TCU accepts submissions created with 
different encryption, hashing , or digital signature algorithms or 
algorithm suites, as may be expected in order for the... 

..SPECIFICATION wrapper (e.g., PEM, RSAPKCS#7, or S/MIME) or markup 
language (e.g., HTML, XML , or XFDL) can be used for this purpose. The 
contents can be one or more information objects (each comprising one or 
more electronic documents, images, computer source code, computer 
executable code , databases, data compilations, etc.), date-time stamps, 
digital signatures and matching certificates, and/or indicators, which 
include, but are not limited to, content types, object identifiers, and 
encoding rules and tags . if the TCU accepts submissions created with 
different encryption, hashing , or digital signature algorithms or 
algorithm suites, as may be expected in order for the... 
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BROWSER CONTAINER FOR HYPERTEXT APPLICATION 

CONTENEUR DE NAVIGATEUR POUR APPLICATION HYPERTEXTE 

Patent Applicant/Assignee: 

HAMILTON SCIENTIFIC LTD, Suite 201, 1500 Pleasant Valley Way, west 
Orange, NJ 07052, US, US (Residence), US (Nationality), (For all 
designated states except: US) 
Patent Applicant/inventor: 

KUNT2 Ralph, 23 Canterbury Road, Denville, NJ 07834, US, US (Residence), 
US (Nationality), (Designated only for: US) 
Legal Representati ve : 

LEASON David (et al) (agent), Darby & Darby P.C., 805 Third Avenue, New 
York, NY 10022-7513, US, 
Patent and Priority information (Country, Number, Date): 
Patent: wo 200254233 Al 20020711 (WO 0254233) 

Application: wo 2001US49221 20011219 (PCT/WO US0149221) 

Priority Application: US 2000258895 20001228 
Designated states: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS J P KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL 
TJ TM TR TT TZ UA UG US UZ VN YU ZA ZW . 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Fi 1 i ng Language : Engl i sh 
Full text word Count: 6707 

Full text Availability: 
Detailed Description 

Detailed Description 

of the special function programming. 

-II 

The programminq for each control element is written in XML . when run by 
the template editor, the control element is read from the XML file 
during the parsing process. The template editor then checks for the type 
of control element as indicated by the value of the hypertext flag and 
retrieves the location of the corresponding oblect module for such 
hypertext flaq type from a hash table. This allows the template editor 
to identify the element as a recognized function within the XML 
program and instructs the template editor on how to implement the 
function. 

The template editor... 

...module the attributes (which in the preferred embodiment, are a series 
of strings in the' XML file following the hypertext flag) that were 
defined with the element in the XML file as parameters. The object 
module for a control element generates a GUI object corresponding... 
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XML-BASED GRAPHICAL USER INTERFACE APPLICATION DEVELOPMENT TOOLKIT 
BOITE A OUTILS LOGICIELS DE MISE AU POINT D' INTERFACE GRAPHIQUE UTILISATEUR 
ARTICULEE AUTOUR DU LANGAGE XML 

Patent Applicant/Assignee: 

BEA SYSTEMS INC, 2315 North First Street, San Jose, CA 95131, US, US 
(Residence), US (Nationality), (For all designated states except: US) 
Inventor(s): 

CARROLL Thomas J, 1150 Galapago Street #319, Denver, CO 80204, US, 
Legal Representati ve : 

MEYER Sheldon R (et al) (agent), Fliesler Dubb Meyer and Lovejoy LLP, 
Four Embarcadero Center, Suite 400, San Francisco, CA 94111-4156, US, 
Patent and Priority Information (Country, Number, Date): 

Patent: wo 200223336 Al 20020321 (WO 0223336) 

Application: WO 2001US28690 20010914 (PCT/WO US0128690) 

Priority Application: US 2000232515 20000914 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU A2 BA BB BG BR BY BZ CA CH CN CO CR CU CZ DE DK DM DZ 
EC EE ES FI GB GD GE GH GM HR HU ID IL IN IS JP KE KG KP KR KZ LC LK LR 
LS LT LU LV MA MD MG MK MN MW MX MZ NO NZ PH PL PT RO RU SD SE SG SI SK 
SL TD TM TR TT TZ UA UG UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BD CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Full text word Count: 25491 

Full text Availability: 
Detailed Description 

Detailed Description 
... that is subordinate to the 
application's main window. 

Document Type Definition (DTD) 
[0056] See XML DTD. 

Drop-down menu 

[0057] A menu that is displayed from a menu bar. 
Element 

[0058] see xiviL element. 
Empty element 

[0059] See XML empty element. 
Enterprise Java Bean (EJB) 

I 0 [0060] A software object, written in the... 

...server and conforms to the 
Enterprise Java Bean standard. 

Extensible Style Language (XSL) 

[0061] An XML grammar used to create documents that describe 
how to data within XML documents are transformed. 

Hash table 

[0062] An abstract data type in which values are retrieved by a 
key string, ideally, the average time to retrieve an element from a 
hash 

table should not increase as the number of elements in the hash 



protected void builduserinterfacelnternal ( Element element 
throws Exception, lOException 

If given an object that represents an XML element within a DOM, 
if element != null 

the attempt to get an object that represents the XML element. 

lElement elementobject = this.qetElement( element. getTagNameC 
If we have the XML element object, 
if elementobject 1= null 

then attempt to get the element's attributes. 

NamedNodemap. . . 

. .element .getAttributesC 
Node node - null ; 

- 101 

Attr attribute = null; 

Clear out the contents of the hash table used to hold 
5 the values of the element 's attributes. 

thi s . m-Att ri buteSHashtabl e . cl ear ( 
String strAttri buteName = null; 
0 String strElementName = null; 
If we. . .attributeList 
i 

lElement element = this.getElement( strName 

If we have an object that represents the XML element tag 

encountered by the XML parser, and that object is the right type, 

if element != null 

Set the element's tag name. 

element .setTagC strName 
clear out the contents of the hash table used to hold 
the values of the element 's attributes. 

thi s . M-Att ri buteSHashtabl e . cl ear ( 
String strAttri buteName - null; 

- 131 

String strElementName = null; 

Populate the hash table with the values of the element 's 
attributes, keyed on attribute name. 

for ( int i = 0; i < attributeList .getLength( ); i++ 
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MECHANISM AND APPARATUS FOR URI-ADDRESSABLE REPOSITORIES OF SERVICE 
ADVERTISEMENTS AND OTHER CONTENT IN A DISTRIBUTED COMPUTING ENVIRONMENT 

MECANISME ET APPAREIL POUR ARCHIVES, ADRESSABLES PAR URI, DE PUBLICITES DE 
SERVICES OU AUTRE CONTENU DANS UN ENVIRONNEMENT INFORMATIQUE DISTRIBUE 

Patent Applicant/Assignee: 

SUN MICROSYSTEMS INC, 901 San Antonio Road, Palo Alto, CA 94303, US, US 
(Residence), US (Nationality) 
Inventor(s) : 

SLAUGHTER Gregory L, 3326 Emerson Street, Palo Alto, CA 94306, US, 
SAULPAUGH Thomas E, 6938 Bret Harte Drive, San Jose, CA 95120, US, 
TRAVERSAT Bernard A, 2055 California Street, Apt. 402, San Francisco, CA 
94109, US, 

DUIGOU Michael 3, 33928 Capulet Circle, Fremont, CA 94555, US, 
Legal Representati ve : 



CONLEY ROSE & TAYON P C (agent), KOWERT, Robert, C, P.O. Box 398, 
Austin, TX 78767-0398, US. 
Patent and Priority information (Country, Number, Date): 

Patent: wo 200186428 A2-A3 20011115 (WO 0186428) 

Application: WO 2001US15363 20010509 (PCT/WO US0115363) 

Priority Application: US 2000202975 20000509; US 2000208011 20000526; US 
2000209430 20000602; US 2000209140 20000602; US 2000209525 20000605; US 
2000653614 20000831 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 

AE AG AL AM AT AU A2 BA BB BG BR BY BZ CA CH CN CR CU CZ DE DK DM DZ EE 
ES FI GB GD GE GH GM HR HU ID IL IN IS 3P KE KG KP KR KZ LC LK LR LS LT 
LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL TJ TM 
TR TT TZ UA UG UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG K2 MD RU TJ TM 
Publication Language: English 
Filing Language: English 
Full text word Count: 62890 

Full text Availability: 
Detailed Description 

Detailed Description 

instantiate a new class instance and may use the set methods to 
initialize the instance object from the hash table values . in one 
embodiment, since the class type is defined and the hash table is generic 



, ..the intermediary hash table representation and a generator method may be 
used to produce an XML document from the hash table representation. 
This process may also be made generic so that... 
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DYNAMIC DISPLAY OBJECTS IN A DISTRIBUTED COMPUTING ENVIRONMENT 
AFFICHAGES DYNAMIQUES DANS UN ENVIRONNEMENT D' INFORMATIQUE DISTRIBUEE 

Patent Applicant/Assignee: 

SUN MICROSYSTEMS INC, 901 San Antonio Road, Palo Alto, CA 94303, US, US 
(Residence), US (Nationality) 
inventor(s) : 

SLAUGHTER Gregory L, 3326 Emerson Street, Palo Alto, CA 94306, US, 
SAULPAUGH Thomas E, 6938 Bret Harte Drive, San Jose, CA 95120, us, 
TRAVERSAT Bernard A, Apartment 402, 2055 California Street, San 

Francisco, CA 94109, US, 
ABDELAZIZ Mohamed M, 78 Cabot Avenue, Santa Clara, CA 95051, US, 
Legal Representati ve : 

KOWERT Robert C (agent), Conley, Rose & Tayon, P.C., P.O. Box 398, 
Austin, TX 78767-0398, US, 
Patent and Priority information (Country, Number, Date): 

Patent: wo 200186424 A2-A3 20011115 (WO 0186424) 

Application: wo 2001US15137 20010509 (PCT/WO US0115137) 

Priority Application: US 2000202975 20000509; US 2000208011 20000526; US 
2000209430 20000602; US 2000209140 20000602; US 2000209525 20000605; US 
2000693321 20001019 
Designated States: 

(Protection type is "patent" unless otherwise stated - for applications 
prior to 2004) 



AE AG AL AM AT AU A2 BA BB BG BR BY BZ CA CH CN CR CU CZ DE DK DM DZ EE 
ES FI GB GD GE GH GM HR HU ID IL IN IS DP KE KG KP KR KZ LC LK LR LS LT 
LU LV MA MD MG MK MN MW MX MZ NO NZ PL PT RO RU SD SE SG SI SK SL T3 TM 
TR TT TZ UA UG UZ VN YU ZA ZW 

(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 

(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 

(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU T3 TM 
Publication Language: English 
Filing Language: English 
Fulltext word Count: 73634 

Full text Availability: 
Detailed Description 

Detailed Description 

... added to the class definition that may include the name of the 
corresponding class. The XML document representation may use the class 
name as the document type. 
Having the class name... 

...instantiate a new class instance and may use the set methods to 
initialize the instance object from the hash table values . in one 
embodiment, since the class type is defined and the hash table is generic 



...also be made generic so that (inverted exclamation mark)t may be 
performed for any XML document that matches the above specification. 

This method is not intended to be limited to... 
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Cl aim 

acided to the class definition that may include the name of the 
corresponding class. The XML document representation may use the class 
name as the document type. Having the class name... 
...instantiate a new class instance and may use the set methods to 
initialize the instance object from, the hash table values . in one 
embodiment, since the class type is defmed and the hash table is generic 



...the intermediary hash table representation and a generator method may be 
used to produce an XML document from the hash table representation. 
This process may also be made generic so that... 
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added to the class defmition that may include the name of the 
corresponding class. The XML document representation may use the class 
name as the document type. Having the class name... 

...instantiate a new class instance and may use the set methods to 
initialize the instance object from the 
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hash table values . in one embodiment, since the class type is 
defined and the hash table is generic... 
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initialize the instance object from the hash table values . In one 
embodiment, since the class type is defined and the hash table is generic 



...This process may also be made generic so that it may be perfonned for 
any XML document that matches the above specification. 

This method is not intended to be limited to... 
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instantiate a new class instance and may use the set methods to 
initialize the instance object from the hash table values . in one 
embodiment, since the class type is defined and the hash table is 
generic... 

...the intermediary hash table representation and a generator method may be 
used to produce an XML document from the hash table representation. 
This process may also be made generic; so that... 
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•generic any XML document that matches the above specification. This 
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... a response handler for its message. The response handler parses the 
message and returns the element values as hash tables, where there 
is one hash table for each major element grouping. 

An application can write purchase response and update messages into a 
queue for subsequent... 

...also be used for the case where communications are temporarily 
interrupted. The queue manager stores XML messages in files. 

Figure 4 is a block diagram illustrating the classes of messaging that... 

...and the principal methods of each class. 

The following sections describe messages (a.k.a. XML documents) in the 
sequence they follow when a consumer-user 14 makes a purchase. Messages 
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Detailed Description 

... transformation of tokens, including but not limited to encoding of the 
DOT (e.g. using XML , asn. 1, or comma-separated); required data and 
metadata fields; organizing structure of metadata fields... 

...that will become the DOT. 

12 

This metadata can include a unique identifier for the object , object 
location information, object hash digest values , or other metadata 
fields as required. Token generating system 130 can then determine from 
the. . . 

...in the DOT file. The metadata can be written in popular data formats, 
such as XML or comma delimited fields. 
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Abstract: A core problem for distributed systems is efficient location of 
the nodes which store desired data items . This paper presents a 
consistent hashing -based catalog service engine, which can map keys onto 
the nodes in an identifier ring with load balance, and the improved 
algorithm is given to speed the key location, utilizing this model with 
data summary can process queries for XML repositories efficiently. 
Results from simulation experiment show that our approach is valid and can 
scale to thousands of data sources. 12 Refs. 
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Abstract: we present KADOP, a distributed infrastructure for warehousing 
XML resources in a peer-to-peer framework. KADOP allows users to build a 
shared, distributed repository of resources such as XML documents, 
semantic information about such documents, web services, and collections 
of such Items . kadop leverages several existing technologies and models: 
it uses distributed hash tables as a peer communication layer, and 
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Abstract: The XML Signature working Group - a joint technical committee 
of the Internet Engineering Task Force (IETF) and the world Wide web 
Consortium (W3C) - aims at enabling digital signing of documents using 
XML syntax. This capability is critical for a variety of electronic 
commerce applications, including payment tools. Signatures can provide 
integrity, message authentication and/or authentication services for data 
of any type, whether located within the XML that includes the signature 
or located elsewhere. XML signatures ate generated by a hash function 
from the collection of references to the objects being signed; its 
syntax associates the content of resources with a key via a strong one-way 
transformation. This paper will provide further information on this and the 
proposed XML encryption standard. 16 Refs. 
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with increase use in wireless technology, the mobile client devices 
have become highly heterogeneous. Most web servers do not recognize these 
mobile devices when requested for a web page. To enable these devices to 
access internet, transcoding is used to adapt web objects to suit these 
diverse devices. 

In this work, an Edqe-proxy Collaborated Hash-based Transcoding Proxy 
System is proposed, which will modularize the proxy system and improves 
user perceived delay with no increase in either the queuing delay or the 
proxy utilization of the collaborated proxy system. This proposed system 
uses edge proxy's decision to route the request to the respective proxy 
server over a hash-based collaborative transcoding proxy system, which uses 
a hash -based caching strategy to remove the redundant objects scattered 
in different locations, in addition, XML files are used to assist web 
proxy servers in choosing/transcoding the right version of the requested 
web object to suit the requesting mobile device and the functionality is 
demonstrated using the j2me emulators. 

A mathematical model is formulated to support our work. Conclusion is 
drawn that user perceived latency is directly proportional to the decision 
accuracy of the edge proxy. Future enhancements are also proposed on 
current work. 
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The XML signature working Group - a joint technical committee of the 
Internet Engineering Task Force (IETF) and the World wide web Consortium 
(W3C) - aims at enabling digital signing of documents using XML syntax. 
This capability is critical for a variety of electronic commerce 
applications, including payment tools. Signatures can provide integrity, 
message authentication and/or authentication services for data of any type, 
whether located within the XML that includes the signature or located 
elsewhere. XML signatures are generated by a hash function from the 
collection of references to the objects being signed: its syntax 
associates the content of resources with a key via a strong one-way 
transformation. This paper will provide further information on this and the 
proposed XML encryption standard. 
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workarounds to this technique. For instance, many spam tools insert 
random strings of letters and numbers at the end of the subject line or 
within the body text of each message sent. They also insert HTML comments 
in between words and letters, which ...invisible to the human recipient, 
but would be included in any checksum function. Placing random elements 
within the e-mail ensures that a hash algorithm will produce a different 
value for messages that are otherwise identical. 

of course, the anti-spam community is fighting back... 
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interface for embedded HTTP development. 
The Rapid integration Tool includes a Knowledge Accumulator to 
identify HTML and C resources; MagicMarkup Tags to create dynamic links 
of native attributes to HTML files; and a Glue Code Generation Engine, 
which automatically integrates real-time code with any... 

...1 Server, which has a base footprint under 30 Kbytes and provides 
complete separation of HTML and C source code , a bi-directional Common 
Gateway Interface, and an RTOS abstraction layer. 

Included in its librarij; of functions is support for dynamic 
inheritance of SNMP mib Objects ; Digest Authentication ( MD5 security) 
via all major browsers including Netscape and internet Explorer and other 
3avaScript-enabled clients... 

...G2IP 1.2.4 and PKZIP 5.3.1; user time-out sessions; and sophisticated 
HTML /query string processing. 

webcontrol integrates into Rapid Logic's OpenControl Backplane, the 
company's "write. . . 
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using 128-bit encryption via a Verisign digital certificate. User 
passwords for login identification are hashed using MD5 , and both 
object - and class-level ACLs can be easily configured and maintained using 
the administration utility. 

For connectivity to back-end systems, Novazen offers a number of 
options. For many users, the simplest route is to use Novazen 's Format 
Conversion. . . 

...for various industry-standard systems, a rules-driven mapping process to 
speed up implementation and XML support. 

Another option is to create a CORBA (Common Object Request Broker 
Architecture) or Java... 
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using 128-bit encryption via a Verisign digital certificate. User 
passwords for login identification are hashed using MD5 , and both 
object - and class-level ACLs can be easily configured and maintained 
using the administration utility. 

For connectivity to back-end systems, Novazen offers a number of 
options. For many users, the simplest route is to use Novazen's Format 
Conversion. . . 

...for various industry-standard systems, a rules-driven mapping process 
to speed up implementation and XML support. 

Another option is to create a CORBA (Common Object Request Broker 
Architecture) or Java... 
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